Krypter filene dine med TrueCrypt

Har du masse hemmelig og skjule?
Vel, da er TrueCrypt Programmet for deg.
DOWNLOAD: http://www.truecrypt.org/ --> Downloads --> Download

Start TrueCrypt Seup og dette vil dukke opp, her kan du klikke "Install"

w TrueCrypt Setup

TrueCrypt Collective License Version 1.2

(5]

The TrueCrypt Collective License consists of several distinct licenses, which

are contained in this document (separated by lines consisting of underscores)

and which are, in this section, referred to as component licenses. Each of the

compaonent licenses applies only to (partions of) the source code file(s) in

which the compaonent license is contained or in which it is explicty

referenced, and to compiled or otherwise processed forms of such source code.

Mone of the component licenses applies to this product as a whole, even when it ¥

~Installation Options -

Install to:

Browse...

¥ Assodate .t file extension with TrueCrypt
¥ Create System Restore paoint

¥ Install for all users
¥ add TrueCrypt to Start menu
¥ Add TrueCrypticon to desktop

| Install | Cancel

Klikk "OK"

TrueCrypt Setup E'

1 ) TrueCrypt has been successfully installed.

Klikk "No", for denne guiden er vel bra nokk?

TrueCrypt Setup

\:':J If you have never used TrueCrypt before, we recommend that yvou read the chapter Beginner's Tutorial in the TrueCrypt User Guide. Do you want to
view the tutorial?
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Klikk "Exit"

&’ TrueCrypt Setup

TrueCrypt Collective License Version 1.2

[5[E

The TrueCrypt Collective License consists of several distinct licenses, which

are contained in this document (separated by lines consisting of underscores)

and which are, in this section, referred to as component licenses. Each of the

component licenses applies only to (portions of) the source code file(s) in

which the component license is contained or in which it is explicitly

referenced, and to compiled or otherwise processed forms of such source code,

Mone of the component licenses applies to this product as a whole, even when it ¥

Starting TrueCrypt device driver

Adding icon C:\Documents and Settings'All Users'Start Menu\Programs \TrueCrypt\TrueCrypt.Ink

Adding icon C:\Documents and Settings\all UsersiStart Menu'\Programs \TrueCryptiTrueCrypt Website,url
Adding icon C:{Documents and Settings‘All Users'Start Menu\Programs \TrueCryptninstall TrueCrypt.Ink
Adding icon C:\Documents and Settings\All UsersiDesktop TrueCrypt.Ink

System restore point created

Installation completed.

[

=%

—Installation Options -

Install to: | C:\Program Files\TrusCrypt Browse. .

I Install for all users
v Add TrueCrypt to Start menu
|+ Add TrueCrypticon to desktop

¥ Associate .t file extension with TrueCrypt
W Create System Restore point
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Start TrueCrypt og velg "Create Volum"

B TrueCrypt

ali=]

File Molumes Eevfiles Tools Setkings  Help Homepage

Drive | Wolume

& 3N
S|
LY
g s
g
Sl 'y
gl 7!

Create Yolume |

Size | Encryption algorithm | Type

~Wolume -
| LJ Select Eile. .. ‘
W Mewver save history
Yolume Tools, .. J Select Device. ., ‘
Mount: ‘ Auto-Mount Devices Cismount &l ‘ Exit
Klikk "Next >"

B TrueCrypt Volume Creation Wizard

TrueCrypt Volume Creation Wizard

{* Create a standard TrueCrypt volume
" Create a hidden TrueCrypt volume

wehat is a hidden volume?

This wizard will help wou to create a new TrueCrypk walume,

Important: Collection of random data has begun. The data will be
used in generating the master key, the secondary key (LRW mode),
and salt, for the nevs wolume, The collected data include wour
maouse movements within this window, keystrokes, and other data
obtained from the system, The data should be as random as
passible, 0 the more randamly and the langer you move the
mouse, the betker,

et = Cancel
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Velg "Select File..."

B TrueCrypt Volume Creation Wizard

Volume Location

| _j_J Select File. ..
¥ Mever save hiskory Select Device. ..

¥ou can create file-hosted volumes or encrvpt entire hard disk,
partitions, floppy disks, USE memary sticks, and other skarage
devices, Click 'Select File,,.' to specify the name and path of the
file to be created ko host the new waolume, or click 'Select Device. ..
ko choose a partition or device ko encrypt.

Warming: IF wou encrypt a partition of a device, all daka currently
stored on the partition or the device will be erased.

Help < Prey Mewk ] Cancel ‘

Lagre filen der du vil lagre TrueCrypt fila (inni denne filen skal de krypteret filene ligge etterhvert)

Specify Path and File Name

5 ave jn; ]:'."'_‘“','Ting ‘j L] £ Ed-

Desktop

ty Documents
by Computer
fy M bk,
Flaces

File name: ]Min TrueCrypt Fil LJ Save |
_j Cancel

Save as type: 1.-’-'-.II Filez [*.7]
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Klikk "Next >"

B TrueCrypt Volume Creation Wizard

Volume Location

| G Ting\Min TrugCrypt Fil _v_J | Select File. .. |
¥ Mever save hiskory Select Device. ..

¥ou can create file-hosted volumes or encrvpt entire hard disk,
partitions, floppy disks, USE memary sticks, and other skarage
devices, Click 'Select File,,.' to specify the name and path of the
file to be created ko host the new waolume, or click 'Select Device. ..
ko choose a partition or device ko encrypt.

Warming: IF wou encrypt a partition of a device, all daka currently
stored on the partition or the device will be erased.

Help < Prey i Mexk = J Cancel ‘

Velg instillignene du vil ha (vi bruker standard i guiden) og klikk "Test"
B TrueCrypt Yolume Creation Wizard |- H | ![§|

Encryption Options

~Encryption Algorithm -

|aEs | Test

FIPS-approved cipher (Rijndael, published in 19987 that may be
used by .5, government departments and agencies to prokect
classified information up to the Top Secret level, 256-hit ke,

12a-hit block, 14 rounds (AES-2561, Mode of operation is LR,

Mare information on AES Beriehroa e

Hash algorithm

IRIPEMD- 160 Information on hash algorithms

Help < Prey | ek = | Cancel
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Velg "Auto-Test All"

TrueCrypt - Test Vectors

-Key (hexadecimal)

Cipher: v W LRW mode

key sizer | 250 bits

~LRW miode -
Secondary key (hexadecimal)

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

Black index (hexadecimal)

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

— Plaintext thexadecimal)

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

: Ciphertext (hexadecimal)

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

Decrypk

| Encrypk |

Auko-Test Al

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

W Least significant bit First

Flaintexk size: (175 = | hits

Reset Close

Velg "Close"

TrueCrypt - Test Vectors

Cipher: |F'-E5

-Key (hexadecimal)

»| ¥ LR made

kKey sizer | 750 bits

- LRW mode -
Secondary key (hexadecimal)

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

Block index (hexadecimal)

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

— Plaintext thexadecimal)

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

: Ciphertext (hexadecimal)

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

Self-tests of all algorithms passed |/

|DDDDUDDDDDDDDDDDDDDDDDDDDDDDUDDDDDDDUDDDDDDDDDDDDDDDDDDDDDDDUDDD

I Least significant bit first

Flaintexk size: [125 = | hits

Encrypk Decrypt ‘ |

Resek Close
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Velg "Next >"

B TrueCrypt Volume Creation Wizard

Encryption Options

i~ Encryption Algorithm -

=

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by .5, government departments and agencies to prokect
classified information up to the Top Secret level, 256-bit key,

128-hit black, 14 rounds (AES-25681, Mode of aperation is LR,

Mare information on AES Benchmark:

Hash algorithim —
RIPEMD-160 _:_J Information on hash algorithms
Help ‘ < Prey 1 Mexk = J Cancel ‘

Skriv inn hvor mange MB/KB du vil den krypteret filen skal veere (kan ikke endres)

Sa trykker du "Next >"

B TrueCrypt Volume Creation Wizard

Volume Size

]5120 kB ~ ME

Free space on drive G:\ is 32343.69 MB.

Please specif the size of the container ko create,

If wou create a dynamic (sparse-file) container, this parameter wil
specify its maximum size,

Moke that the minimum possible size of a FAT volume is 19 KB, The
minimum possible size of an NTFS volume is 2526 KB,

Help < Prev | et = | Cancel
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Skrive et passord, jo lengre jo bedre, deretter klikker du "Next >"

B TrueCrypt Volume Creation Wizard

Volume Password

Password; {

Confirm: J I

[ Display passward
[ Use keyfiles

It is wery imparkank that yvou choose a good passward, You should
avoid choosing one that contains only a single word that can be
found in a dictionary {or a combination of 2, 3, or 4 such words). It
should nok contain any names or dates of birth, It should not be easy
ko guess. A good password is a random combination of upper and
lower case letkers, numbers, and special characters, such as @ <~ =%
* + etc, We recommend choosing a password consisting of more than
20 characters (the langer, the betker), The maximunm passwiord
length is 64 characters,

Help < Prey Mexk = Cancel

Her er siste steg fgr formatering av den nye filen (som blir en viruel krypert harddisk)
Vivelger NTFS, siden det takler stgrre filer.
Klikk "Format"

TrueCrypt Volume Creation Wizard

Volume Format

—options

Filesystem - CIuster{DeFauIt v| [ Dynamic

Random Pool: 26001DF13E62ASE57856E24459D27CE8 W

Header Kew:
Master key:
Done | Speed Left

Here wou can set additional options that will affect the Farmat of the
new volume, Please refer to the documentation For maore information,
When done, click 'Farmat’ ko create your new valume,

Help < Pray | Eormat | Cancel
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Na vil den formatere den nye "Partisjonen". Dette kan ta en stund (avhengig av hvor stor filen skal

vaere)

B TrueCrypt Volume Creation Wizard

Volume Format

[~ Opkions - “
Clusker {Dief =l

Filesystem {11FS

Random Pool: 5055A550F6754BEC4AFCEIES6020427F W |
Header Key: 45DCECCCZT7Z246D45EE210867A1A375FE. ..
Master Key: 63D35DA033067366DZ43BESETAGYFASA. ..

Done| 2187MB  Speed| 37.7MBfs  Left| 77 s

Here wou can set additional options that will affect the Farmat of the
new valume, Please refer bo the documentation For mare information,
When done, click 'Format’ bo create your new volume,

Klikk "OK"

TrueCrypt Yolume Creation Wizard

1 ) The TrueCrypt volume has been successfully created,
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Klikk "Exit"

B TrueCrypt Volume Creation Wizard :| ___ E|
Volume Created
The TrueCrypk volume has been created and is ready for use, I

wall wish ko create another TrueCrypt walume, click Resxk,
Ctherwise, click Exit,

Help < Prey P Mexk > Exit

Na kan du se at filen er laget i samme stgrrelse som du valgte.

- B

File Edt ‘Wiew Favortes > G

g

Qe - @ ¥

Address |f[3 Ting v| et
Min TrueCrypk Fil
File
5242 880 KB
Type: Filz
Date Modified: 08,12, 2007 23:32
Size: 5,00 GB

Side 10 av 17



For og legge inn filer ma du starte TrueCrypt Igjenn og klikke "Select File..."

B TrueCrypt

File Molumes Eevfiles Tools Setkings  Help Homepage
Drive | Yolume | Size | Encryption algorithm | Type |
ST,
S |
g Yy
S
ey
Sl
gt 7!
Create Yolume Yolume Properties, ,, I Wiipe Cache I
—Volume 1
i _.1] Select Eile. .. |
¥ Mewver save history
Yolume Tools, .. | Select Device. ., l
Mount: || | Auto-Mount Devices Cismount &l ‘ Exit ||
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Finn filen og velg "Open"

Select a TrueCrypt Volume

Look, i ]['j Ting _:_l = ﬁ "
— -"Iir| TrueCrwpt Fil
E:
Dezktop

iy Documents
ky Computer

-

b Metwork
Flaces

File name: JMin TrueCmpt Fil :_‘ Open i
Files of twpe: 1,-’.'-.II Files [*.7] _:I Cancel
% |

Side 12 av 17



Deretter Mount

B TrueCrypt

File Molumes Eevfiles Tools Setkings  Help Homepage
Drive | Yolume | Size | Encryption algorithm | Type
T,
S |
g Yy
ey
Sl
gt 7!
Create Yolume | Yalume Properties, ., ] f ‘
~Yolume -
j @1 TingMin TrueCrypt Fil L] Select File. ., ‘
¥ Mewver save history
Yolume Tools, .. ] Select Device. ., ‘
Mount: [ Auto-Mount Devices Cismount &l ‘ Exit ‘

Skriv inn passordet du skrev nar du lagde filen og deretter klikker du "OK"

Enter password for G:\Ting\Min TrueCrypt Fil

Password: | a4 ]

[T Cache passwords and keyfiles in memory Zancel ‘

I Display password
[~ Use keyfiles Eeyfiles, ‘ Mourk Options. .. ‘
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Na ser vi TrueCrypt har mountet filen

B TrueCrypt

File Molumes Eevfiles Tools Setkings  Help Homepage
Drive | Yaolume | Size | Encryption algorithm | Tvpe |
ST,
S |
g Yy
P @ TingMin TrueCrypt Fil 5.0GE AES Mormal
Create Yolume | Yolume Properties. .. I Wiipe Cache I
—Volume 1
| @1 TingMin TrueCrypt Fil LI Select File. ., |
¥ Mewver save history
Yolume Tools, .. | Select Device. ., |
‘ Disrnount: || | Auto-Mount Devices ‘ Cismount &l ‘ Exit ||

Og vi kan se at det er kommet en Ny Parisjon pa "My Computer"

2 My Computer

File Edit \iew Fawarites Tools  Help

@Back v \‘9 L‘-ﬁ; pSearch ij:-?-Falders v @ Falder Svnc

Address | &) My Computer

& 3% Floppey (A:)
Local Disk {C:)
Mediaz (D)
ingenting (E:)
Medlastning (Fi
Media (G:)
CWD-RAM Drive (H:)
Removable Disk (13
Removable Disk (11
= Remaovable Disk (K2
# Removable Disk (L:)
FLEM™ S MW (M1

44

System Tasks

4

Other Places

Details

)
s

<@ applikasjoner (M)
e EKSTERMZ (01
25 DYD Drive (P1)
b YD Drive (1)
5 DYD Drive (R:)
LA DD Drive (5:)

“ Local Disk
ZHHP Deskjet F300

V|G|:|

[E Free Space: 4,97 GB
] Total Size: 4,99 GE

ks

@My SFlaring Folders
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Sa er det bare og dra over filene du vil giemme og kryptere

== Local Disk (W:)
File Edit W“iew Favorites Tools Help

Address [Se Local Disk (W)

@ Back - 0 Iﬁ p Search [E Folders v @ Folder Svnc
v| Go

IRITHEMMELIG, do

File and Folder Tasks i aft OFfice Ward Cocument

Other Places

Details

File Edit Miew Favorites  Tools  Help

eﬂack - @ @ pSearch HEL‘ Folders v @Fnlder YN

Address | £ Ting?

DRITHEMMELIG. doc
Microsaft Office Wiord Document
1775 KB

I

File and Folder Tasks |

{<< ]

Other Places

Details

Nar du er ferdig med og bruke Disken apner du TrueCrypt fra Tastbar-en
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Velg filen og klikk "Dismount".
B TrueCrypt

File Molumes Eevfiles Tools Setkings  Help Homepage

Drive | Yolume | Size | Encryption algorithm | Type
g T
e
S !
“a @ TingMin TrueCrypt Fil 5.0GE AES Mormal

Create Yolume | Yolume Properties. .. ] Wiipe Cache ‘

~‘olume -

L] Select Eile. ..

¥ Mewver save history
Yolume Tools, .. ] Select Device. .,

Disrnount: Auto-Mount Devices Cismount &l ‘ Exit ‘

Du kan risikere og fa opp denne meldingen, det vil si at parisjoen er i bruk av en prosess (kanskje bare
explorer).
Du kan velge "Yes" for og alikavel Dismounte den eller Nei for s& og lukke programmene fgrst.

TrueCrypt

'j Yolume contains files or folders being used by applications or swstem,

Force dismount?
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N3 er filen Dismountet og du kan lukke TrueCrypt.

B TrueCrypt

File Molumes Eevfiles Tools Setkings  Help Homepage

Drive | Yaolume | Size | Encryption algorithm | Tvpe |
ST,
S|
g Yy
S
ey
Sl 'y
gt 7!

Create Yolume | wolumie Properties, ., I Wipe Cache I

—‘olume 1

I _LI Select Eile. .. |

¥ Mewver save history
Yolume Tools, .. |

Select Device. ., |

‘ Cismount &l ‘ Exit ||

| Auto-Mount Devices

Partisjonen er ogsa forsvunnet fra "My Computer"

2 My Computer

File Edit \iew Fawarites Tools  Help ‘?."'
._‘__4} Back \‘9 L‘-ﬁ; p Search lt.' Folders - @ Falder Svnc
v| G0

& 3% Floppey (A:) <@ applikasjoner (M)
Local Disk {C:) g EKSTERMZ ()
Mediaz (D) 25 DYD Drive (P1)
ingenting (E:) ,,é. WD Drive (Q:)
Medlastning (Fi ,,.l.. VD Drive (R
Media (G LA DD Drive (5:)
CWD-RAM Drive (H:) <2 HF Deskjet F300
Removable Disk (13 [ shared Documents
Removable Disk (11 |3 Flemmingss's Documents
= Remaovable Disk (K2 [%M';.f Sharing Folders
# Removable Disk (L:)

FLEM™ S MW (M1

Address | &) My Computer

44

System Tasks

4

Other Places

Details

)
s
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